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NGUON HINH ANH, ISTOCK

Vao nam 2013, canh sat ¢ ving Nam Cambridgeshire ¢ Anh sit dung mdt cong cu chdng toi
pham khong thé ngo.

Céc nhan vién canh sat di quanh cac khu dan cu. Phat hién dugc gia dinh ndo khong gai chit cira s6
hodc khong khoa ctra ra vao, ho ghé vao budc qua bong bay trong phong khach hoic bép, noi cé thé
tiép can duoc tir cac 16i vao bo ngo do, va dinh kém thém 10i khuyén vé cach thiic bao dam an toan
cho gia chii. Bang cach nay, canh sat hy vong khuyén khich moi ngudi ty chii y bao vé tai san hon.

Nhitng chii nha nhan dugc 10i nhic nhé bong bay trén chi 1a thiéu sb tai noi ho séng - hau hét cu
dan noi d6 thi déu nhé cira dong then cai.

Tuy nhién, hang triéu ngudi ding khap thé gidi khong co tam 1y twong tu vai thiét bi sd ciia ho.

Trong thuc té, rat nhidu ngudi thuong xuyén dé minh bi phoi ra trude nhitng nguy co an ninh mang,
hodc dé& dang dinh phai cac chiéu tro lira dao qua viéc vo tinh cung cp thong tin ca nhan hodc tham
chi tai khoan ngan hang cua ho.

Lira dao trén mang ngay cang gia ting va lan song vira qua phan 16n 1a do t6i pham trén khong gian
ao tom dugc chung ta.

Néu ban 1ti lai va suy nghi mot chut vé
chuyén s& t6i té ra sao néu ta bi bé khoa,
thi s& thiy that vo 1y néu ta khong bi.
Vang, nha ban c6 day nhimg vat gia tri,
nhung may tinh va tai khoan email cia
ban c6 vé lai chta nhiing thong tin ca
nhan riéng tu, céc tai liéu cong viéc nhay
cam, va tham chi 1a ca chia khoa dén cac
hoat ddng tai chinh cua ban.
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Tai sao ta khong co tam ly twong ty nhu khoa cira voi may tinh cua minh?



Trong thyc té, ai ciing c¢6 thé tré thanh nan nhan cua tro lira dao 1iy thong tin (phishing) trén mang.
Phishing 13 trd lira nguoi sir dung may tinh thuc hién mot hanh vi day rui ro bang cach pha hoai tat
ca nhitng sy dé phong bao mét trudc do cua ho. Ban c6 thé nhan duoc mot email vo hai - tham chi
n6 tréng c6 vé nhu dén tir mot to chire hodc ca nhan nao dé ban tin tudng.

Nhitng email nay c6 dinh kém dudng dan, tap tin di kém ma khi nhan vao, s& khién ma doc duoc tai
xubng. N6 c6 thé duoc thiét ké dé nam yén trong mdy ban va danh cip mat khau hodc thong tin truy
cap ngan hang - hodc n6 co thé khoa toan bd may tinh cia ban va doi mot khoan tién chudc trude
khi tra tai khoan lai cho ban.

Chung toi biét rat nhiéu ngudi khong dé y dén nhitng nguy co hodc phuong tién co thé ngin chin
ho vi nhitng cudc tan cong dang ngay cang gia tang va thanh cong.

Tam ly bao mat trén mang

Tuy nhién, c6 mdt so cach thuc té ma ta c6 thé lam d€ kiém soat an ninh mang tot hon.

N6i chung, ngudi co cach tiép
can voi khong gian trén mang
mot cadch nghiém ngdt, c6 tdm 1y
bao mat thuong la nhling nguoi
lam viéc chuyén nghiép trong
nganh an ninh mang. Matthew
Hickey, dong sang lap cua cong
ty an ninh mang Hacker House
tai Anh Quéc ké toi nghe vé ngoi
. - nha cua ong: "Muc do bao mat
"F’ - ma chung t6i thiét 1ap trén mang
may tinh tai nha khong thua gi rat
nhiéu cac co quan chinh phu."
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Ban co the twong twong ra viéc bao vé an ninh cho minh nhu cho
mot hon dao, noi ma sau bo bién can co mot khu rieng ram rap

Ong c6 mot sb v tuong thuc hién bdo mat tai nha tir mot quyén hudng dan c6 18 thiét ké cho nhan
vién & Co quan An ninh Quoc gia Hoa Ky (NSA). "Rd rang dé 1a mot thong tin kha tht vi," ong ké.

Mot trong nhirng bién phap de phong ma chkey st dung thi vugt qua murc can thiét so voi nhu cau
ctia hau het moi ngudi, chang han lap dat "voi thy dong" - mot thiét bi dic biét duoc thiét 1ap dé
kiém soat tat ca luu lwong truy cdp ra vao mang internet tai nha ctia ong véi cac diém internet cong
cong.

Tuy nhién, hau hét cac bién phap dé phong khac ciia 6ng 1a nhitng thir ma moi nguoi déu 6 thé tu
thuc hién.

Ong dé xuét 1a moi nguoi st dung mot thiét bi hodc mot dién thoai thong minh riéng ré& dé kiém tra
tai khoan ngan hang trén mang. Néu may tinh hodc dién thoai ma ban thuong st dung bi xam nhéap -
ma didu nay dé xay ra hon vi cac thiét bi d6 duoc sir dung thuong xuyén, truy cép internet thuong
xuyén hon - thi it nhat tién bac ctia ban van khong phai dbi dién voi nguy co gi.

Con chuyén thudng xuyén sao luu dir liéu va c6 mot dia cing roi khong két ndi véi méay tinh? Bang
cach nay tham chi néu toan bd may moc cta ban bi ma khoa dé doi tién chudce, ban van con tai lidu -
trong mot may khong bi ma hoa.
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"Khi t6i thiét ké mang tai nha, t6i thudng nghi vé né nhu mot hon dao nho," Hickey néi. "T6i c6
mot bai bién, trén bai bién 1 noi chira toan b nhing thir thong thuong trén internet ¢6 thé bi cudn
sach di. Sau bai bién 1a mot canh rimg - toi tich viéc st dung may tinh thanh nhiéu 16p va toi gia
dinh rang tai mot diém nao d6 mdi 16p co thé bi xuyén thing."

Mot hinh anh tuong ty nita la gidng véi ké hoach ciia Thu tuéng Winston Churchill va Tudng
Ironside khi bao vé Anh Quéc khoi cugc xam lang cua quén Phat Xit trong Thé Chién tht Hai. Ho
phai dam bao rang phong tuyén mién nam nudc Anh rai day cac luc luong phong tha hang nang va
16 cot bé tong. Buong gidi han duge ve ra,danh dau vi tri cac lyc lugng phong tha co thé rat vé, tap
trung nd luc va su dung vi tri tai chd dé chong lai quan thu.

Dan dan, céac chién dich tang cudng nhan thirc cua ngudi dan dang gitip moi nguodi hiéu céac 16p bao
mat va cach lam t6t nhat c6 thé nhu thé nao.

Chang han, Canh sat Trung tim London vira tung ra mot loat video véi nhiéu 10i khuyén cuc ky hiru
ich. Didu nay bao gdom dé xuat ngudi ding mudn sir dung mang wi-fi cong cong nén tai phan mém
mang 4o riéng (VPN) vé, vi diéu ndy ngin chin bat cir ai quan sat hoat dong website ctia ban bang
cach 1an mo vao dit liéu mang wi-fi (ddy l1a hanh dong cuc ky dé thuc hién).

C6 lan, Hickey néi an ninh mang c6 vé rat phirc tap v6i nhiéu ngudi - dic biét vi nd 13 mot bai min
day thuat ngir kho hiéu. Tuy nhién, ong ciing néi thém: "Cudi cing, mdi ngudi déu phai co trach
nhiém ¢ mirc d§ nao do."

Chéng han, khong bao gio dugc mac dinh cho réng thiét bi c6 thé két ndi internet & nha ban 1a an
toan. C6 hang ngan, néu khong mudn noi 1a hon thé, cic webcam da bi két ndi khong an toan trén
internet vi khong c6 bao mat mic dinh trong san pham. Két qua 14 nhimng canh bén trong gia dinh va
vin phong ctia moi ngudi ¢6 thé bi xem trén mang, ma chi nhan thiét bi gan nhu chic chian khong
hé biét.

Chung ta dang song trong mot thoi dai tha vi. Khong lau truoe day, cac thiét bi phat song wi-fi van
dugc st dung khip noi ma khong budc ngudi ding phai go mat khau dé truy cap mang. Diéu d6 gio
da thay doi.

Nhung déng budn thay, ngay cang co nhiéu nguoi binh thudng bi cac phan mém mi khoa tong tién
hodc cac tro lira dao trén mang tan céng khién tam 1y bat dau thay d6i. Chung ta hi vong bét dau
nhan ra nguy hiém ngoai kia thyc ra 14 gi, va bang cach nio ta c6 thé tw bao vé ban than.

Nhimng nguoi song ¢ thanh pho 1on da lam diéu ndy tir 1au. Ho c6 thé khong gap phai cc vu t0i
pham moi ngay - nhung ho khong bao gi¢ phai nghi ngoi gi trong chuyén cir ra khoi nha 1a phai
khoa chit cira lai.

Bai tiéng Anh da dang trén BBC Future.
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